CITPABKA

M0 UTOTaM TUTAHOBOM BBIE3/THOM TEeMaTHUYECKOU MPOBEPKU 00IIe00pa30BaTEIbHBIX
YUPEKIECHUN TOPOJCKOTO OKpyTa «ropo AKyTcK»

[lenn: obecnieuenne coOmoaeHUsT nHDOpMaImoHHOW Oe3omacHocTu Aeteit B8 MOY 'O
«ropoj SIkyTck»;

Jata nposepku: 08 Hos0ps 2019 r.

OOBEKT MpoBEpKH: 00111e00pa3oBaTEeIbHbIE YUPEKICHUS TOPOJCKOTO OKpYyTa «Topo/I

SAkytck»

OcHoBaHue: npuka3 YmpaiaeHusi oOpa3oBaHusi OKpyXKHOW aJIMHHHMCTPALMA TOpoAa
SAxytcka ot 01 HOs0psa 2019 1. Ne01-10/948 «O BbIE3AHBIX TPOBEPKAX MYHUIIUTIATBHBIX
00pa3oBaTEIbHBIX YUPEKACHUHN 10 OpraHu3alui HHGOPMAIIMOHHON O€30MTaCHOCTH.

CornacHo miaHy paboThl OTAeida WH()OPMALMOHHOTO OOECICUCHUS W IUIaHy
YypenurenpHoro KOHTpoJds Ympasienus oOpa3zoBanus OA ropojga Skytcka
MpoBe/ieHa TeMaruyeckass mnpoBepka MOVY mo cobmonenuro HHGOPMAIMOHHON
0e30MacHOCTH JeTell B 00pa30BaTENIbHBIX OPTraHU3AIMSAX TOPOACKOrO0 OKpYyra «ropoj
Axkyrck : MOBY COII Ne9 wum.M.U.Kepuienronsia, MOBY COII Ne 10
um.J[.I".Hoponammua, COIL Ne 15.

B X0J¢ IPOBEPKU BBISIBUJIN.

Ha odummanbHbix caiiTax 00pa30BaTeNIbHBIX OpraHu3allil CO3[aHbl pa3eibl
«Mudopmanrionnas 6e30macHOCTb». OMyOJIMKOBaHBI JIOKAJIbHBIE HOPMATHUBHBIE aKThI
yupexaeHuii B cdepe obOecnedeHus HHPOPMAIMOHHON Oe30macHOCTH (TIPUKa3bI,
[Tonoxxenus, HCTpyKIMM), HOPMATHBHOE PETYIUPOBAHKE MO 3aAIIUTE MEPCOHATBHBIX
JAHHBIX, JETCKUEe Oe30macHble CalThl, WHMOPMAIUU, WHCTPYKIUU ISl POJUTEIICH,
oOyJaromuxcs, MmeJarorndeckuM paboTHUKaM O BUAAaX WHGOpPMAIUU, TPUIHHSIONICH
BpEJl 37I0POBBIO JieTel u ap. B kabunerax nHGOpMAaTUKU HA MHGOPMAIIMOHHBIX CTEHIaX
umerorcss  [lamatku, MHCTpyKUMH  Juisi  OOyyarommxcs 1o  0O0eCHedeHHUro
nH(GOPMAIIMOHHON 0€30MacHOCTH TIPU UCTIONb30BaHuu ceTn «HTepHeT». PazpaboTanbl

N HUCIHOJIb3YIOTCA B AKTUBHOM PCKUME H&MHTKI/I, HHCTPYKIIMKU  [JIA 06y‘-IaIOH_[I/IXC$I B



COLI Ne 9, COHI Ne 10 o Oe3omacHOM TMOJB30BAHUM DJIEKTPOHHON MOYTOM,
coLlMaJbHBIMU ceTsiMH, [IpaBuia UCIIONBb30BaHUS CPEACTB MOOUITLHOM CBSI3U B 3[JaHUH U
Ha TeppuTopun mKoisl (COUI Nel5) u ap.

JlupektopamMu KON W3AaHbl mpukassl «OO0 opraHuzanuu HHYOPMAIMOHHON
0e3omacHOCTH B 00pa3oBaTesibHON opraHu3anumy, «O Ha3HAYEHUH OTBETCTBEHHBIX JIUI]
no uHpopmanmoHHoi Oe3omacHOCTU», «O Ha3HAYEHUU OTBETCTBEHHBIX 32 00pabOTKY
MEPCOHANBHBIX JIaHHBIX», «O TOpsSAKe uCNoab30BaHusg Ha Tepputopun OO
NEPCOHATBHBIX YCTPOUCTB yyammxcs». OTBETCTBEHHbIE 32 00pabOTKY MEPCOHATBHBIX
nanHeix B OV BHecensl B PeecTp omepatopoB, OCYIIECTBISIONIMX OOpabOTKy

NIECPCOHAJIBHBIX JAHHBIX https://pd.rkn.gov.ru/operators-registry/operators-list/ Ha HOOPTaJIC

YIIOJIHOMOYEHHOTO OpraHa IO 3allUTe NpaB CYOBEKTOB MEPCOHAIBHBIX JaHHBIX.
Pa3paGoTanbl ¥ yTBEpKIEHbI JOJKHOCTHBIE HMHCTPYKLIMU OTBETCTBEHHBIX JHI[ IO
nH(GOpMallMOHHON 0€30MacHOCTH, 3a 00paboTKy mepcoHanbHbIX HaHHBIX. B COII Ne
15, Ha MOMEHT NIpPOBEPKH, BHOCATCA HM3MEHEHHsS B JIOJDKHOCTHYK) HMHCTPYKLHUIO
OTBETCTBEHHOTO JIMIIA, B CBA3M C M3MEHEHHUsIMU CcTpYKTypbl OO. B mkonax odecrieueHbl
YCIJIOBUS XpaHEHUS JIMYHBIX €] 00ydaroluxcs B MKadax, 3aKpbIBAIOLINXCS Ha KITI0Y, B
MOMEIICHUSIX C OrPAHUMYEHHBIM JOCTYNoOM mNocTopoHHUX Jul ([IpuemHbie, kaOuHer
3amectuTens aupekropa). Cornacus Ha 00pabOTKy NMEPCOHANBHBIX JAHHBIX XPaHITCS B
JUYHBIX Jenax oOywarommxcs. Pabora mo wuHpoOpManmuMoHHOW O€30MacHOCTH
MIPOBOJIUTCS B COOTBETCTBUU C YTBEPKACHHBIMU TUTaHaMH Ha y4ueOHbId rox (B COLI Neo
9, COLI Ne 10, B COL Ne 15 ITnan Ha TeKyIui yaeOHbIN T0/1 KOPPEKTUPYETCS).

B nmanax y4eOHO-BOCHUTATENbHOM palbOThl ImIKOJBI, IaHax OY 1o
oOecrieyeHr0  MHGOPMAILIMOHHON  0€30MaCHOCTH  OTPAXXEHbl ~ MEPOIPHUATUS 110
opranuzaimu Bceepoccuiickoro ypoka 6e3omacuoctu B cetu Matepuer. Mudopmarus o
npoBeaennn EguHoro ypoka omyOnukoBaHa Ha oduimanbHbix caiitax COLL Ne 10

https://sosh10.sakha.school/news/post/4033, col No 9 M. M.U.Kepmenromnsua

http://school9.yaguo.ru/2019/11/02/ Meporpusituss 10 oOecreueHnut0 HMHPOPMAITUOHHOM

Oe3omacHOCTH Takke BXoAaT B IlmaH mpoBemeHus MecsyHUKA TICHXOJIOTHYECKOTO
3nopoBbsi oOyuaromuxcst (COLI Ne 9, COII Ne 10). Bompocsl unbopmarmoHHON

0e301acHOCTH O6CY}K,H3IOTC$I Ha IICJarorud€CKuMx COBCTax IIKOJBbI, POAHUTCIILCKHUX


https://pd.rkn.gov.ru/operators-registry/operators-list/
https://sosh10.sakha.school/news/post/4033
http://school9.yaguo.ru/2019/11/02/

COOpaHMAX, METOJUYECKHX COBETaxX YYHUTeNeH, aJMHUHHCTPATHUBHBIX COBEILAHUSIX
(mporokon nen.coBeta Ned4 ot 21.09.2019 Yr1BepxkaeHue mpaBuil UCIOJIb30BAHUS CETU
«Uuatepuer» (COLI Ne 9), mporokon mnen.coeta COIL Ne 10 or 01.11.2019r.
Opranu3zanus nHGOPMAIIMOHHON Oe30macHOCTH: 00cykaeHue u yreepxkiaenue [lmana
pabotel u llonmoxxkenusi, metonuuyeckuii ceMuHap «OCHOBBI KHOEpOE30MacCHOCTH s
yuutenen», «MHdopMalmoHHas KOMIIETEHTHOCTh Tmejarora»). Ha oOmiemkoabHbIX,
KJIACCHBIX ~ POAMTENBCKUX COOpPAHMSX, POJUTEIBCKUX JEKTOPHUSIX, OOyYaroImmx
cemunapax s poaureneid B COLI Ne 9, COI Ne 10, COLL Ne 15 undopmuposanu
poauTened o 3amuTe AETEd OT BPEIHOM MPOTHUBOINPABHOM HWH(OpMALUU, 3aIIUTE
MEPCOHAJIBHBIX JTAHHBIX, 0€30MaCHBIX CalTaX, O POAUTEIHCKOM KOHTPOJIE.

OTtmeuaeM akTuBHbIE (OpMBI pabOTBl € OOYYarOIIMMHCS, POIUTEISIMH,
negaroruyeckuMu pabotHukamu B COL Ne 9 mo akTUBHOMY BOBIJIEUYEHHIO HUX B
oOcykJeHre BOIPOCOB MH(POpPMAMOHHON Oe3omacHocTH. H-p, Bo BpeMs mpoBeaeHUs
oOyyarolux METOAMYECKHX CEMUHApOB, IIPOBEJIEH TYpHUP Ha 3HAHHE OCHOB
nHopmarmonHoit 6ezomacHocty (mp.Nel ot 16.09.2019). B mkone mnpuHaTa
WNuHoBanmonHas oOpa3oBaresibHas nporpamma «BocnHuTaHne OTBETCTBEHHOCTHIO», B
KOTOPOM BKJIFOYEHBI MEPOIPUATHUS 110 MH(POPMALIMOHHON 0€30MaCHOCTH 00yYaroIUXCH,
negaroroB. (OOpa3oBaTelbHOE YUpEXKIEHUE MpPHUBJIEKAaeT K COBMECTHOH paboTte
COLIMAJIbHBIX MAapTHEPOB B HMH(POPMUPOBAHUU YYACTHUKOB  0Opa30BaTENIbHBIX
OTHOUIEHUH MO BOINpocaM HWH(MOPMAIMOHHOW O€30MacCHOCTH B CETU (3aMECTUTENS
npeacenarenss O6mecrBenHoro copeta MBJI PC(S) u nmp. B pamkax MecsuHnka
TMICUXOJIOTUYECKOTO 310pOBbs 00ydaromuxcs (oktsops 2019).

B 00pa3zoBaTenbHbIX YUPEKIEHUSAX BBINOIHEHBl YCTAHOBKUA KOHTEHT-()UILTPOB,
Onmokupyroumx BbeIXon K HWHTepHeT-pecypcaM, HE COBMECTHMBIM C 3a/ladyaMu
oOpa3zoBanust u Bocnurtanusg ywaniuxcs. Ha cepsepax COII Ne 9 u COILI Ne 10
ycranoBieHsl CK® (SKY DNS), B COII Ne 15 (Yandex DNS, Dansguardian).
Ceenenus o CK® u koiMuecTBE KOMIBIOTEPOB, MOAKIIOUEHHBIX K ceTu MHTepHer
onyonukoBanbl B AMC CI'O. OTBETCTBEHHBIMH JHIAMU 110 HMH(POPMALUMOHHOM
0€30MacHOCTH  TUIAHUPYETCS] BHYTPEHHHM KOHTPOJIh MO pPabOTOCIIOCOOHOCTH U

3 PEKTUBHOCTH HCIOJIB30BaHUS CPEJCTB KOHTeHTHOW (uibTparuu. B COII Ne 9



mpoBeeHb! ABe poBepku pabotel CK® (21.10.2019, 01.11.2019), nnanoBsie mpoBepKU
orpaxensl B XKyprHaie padotet CK®. OTmMedaeM CHCTEeMHBIN MOAXO0 B INIAHUPOBAHUH
U OpraHv3aluy BHYTPUIIKOJIbHOrO KOHTpoJss B MOBY COIIl Ne 9. Ilnan xoHTpouis
COLI NelO mpeacraBnen B Ilmane paboTel Mo obecredeHHo HH(POPMAIIMOHHON
6e3onacHoctr B MOY (11.8 [1nana), nepuoAMYHOCTh MPOBEPOK COCTABIISIET HE MEHee 3-
X B T€UEHHE y4eOHOro roja.

YcranosneHo antuBupycHoe 10O ma APM B COII Ne 9 (Kaspersky EndPoint
Security). Ha MOMEHT NpOBEpKH OTCYTCTBYeT aHTUBUpPYyCHOE [IO B KOMIBIOTEPHBIX
kaaccax COLI Ne 10, COII Ne 15.

Otmeyaem, 4YTO OCHalbJI€H KOHTPOJIb €O  CTOPOHBI  AJIMHHHCTpPALUU

oOpa3oBarenbHbIX opraHu3anuii no axryanuzanuu aanHbeix B AVC CI'O B Kaptouke
oOpa3zoBaTenbHOM opranuzanuu B pazaene «MHdopmamus o MOAKIIOUYEHUH K CETU
Nurtepuet», a Takxke B yuere [1K (o6miee konuuectso) B MOY.
BoiBoabl: Ha XoOpolieM ypOBHE OpraHu3oBaHa paboTra 1o HHGOPMAIMOHHON
6e3omacnoctr B COILl Ne 9; 8 COLI Ne 10, COLI Ne 15 - Ha 10CTaTOYHOM ypOBHE.
Pabora o obecrneuennio nHPOPMATMOHHON 0€30MaCHOCTH HAXOJUTCS HA IMOCTOSHHOM
KOHTpouse pykoBoautenei OO, 3aMecTUTenen JUPEKTOPOB.

AKT TIpOBEpKH KOHTEHTHOM (QuibTpanuu npegoctaBien B OO B JeHb
MIPOBEJCHUSI IPOBEPKHU.

PexkoMenpanuu:

1. TIporoKUTH CUCTEMHYIO TIJIAHOBYIO paboTy 10 o0ecrieueHnto HH(OpMAITMOHHON
6e3onacHoct B MOV,

2. AKTyanu3upoBaTh CBEJCHUS O KOJIUYECTBE KOMIIBIOTEPOB, MOAKIIOUCHHBIX K
cetu «Mutepuer» B OO B AUC «CI'O» - Kaprouka OO — Undopmamnus o
MOAKJIIOUCHUH K ceTu IHTepHeT.

3. COHLI Ne 10 um. JI.I'.HoBonamuna (ITanuna T.B.):

3.10dbopmuth 3asgBICHWE W BHECTH JIaHHbIE OTBETCTBEHHOTO JuIla B Peectp
OTIepPaTOPOB, OCYIIECTBISIONIUX 00pa0OTKy MEPCOHAIBHBIX JAHHBIX Ha MOpTaje
YIOJHOMOYEHHOTO OpraHa I0 3allluTe MpaB CYObEKTOB MEPCOHATBHBIX JTAHHBIX

(Ynpasnenue Pockomuanzopa o PC(A);



3.2006ecmneunts [1K B koMIbrOTepHBIX Kiaccax JuiieH3HoHHBIM [10);

3.3BKIIIOYUTh B MOBECTKY OOMICHIKOIBHBIX, KJIACCHBIX POJUTENBCKUX COOpaHUi
TEeMaTU4YecKoe 00CYKJI€HHE BOIPOCOB MHPOPMALIMOHHOM 0€3011aCHOCTH;

3.4TI1posepku padotocrnocobnoctn CKD ohopmisaTs B )KypHae.

4. COII Ne 15 (I'op6aTiok C.1O.):

4.1 AKTUBU3HPOBaTh PaboOTy MO OOecreyeHn0 MWHPOPMAIMOHHON O€301acHOCTH B
oY;

4.2BHectn u3MeHeHUs1 B 3asBieHHMM B PeecTtpe omepaTopoB, OCYIIECTBIISIIOLIUX
00paboOTKy TMEepCOHAIBHBIX NAHHBIX Ha IMOpTaje YMOJTHOMOUYEHHOTO OpraHa Io
3allliTe MpaB CYOBEKTOB MEPCOHANBHBIX AaHHBIX (YmpaBieHue PockomHaazopa
o PC(41);

4.306ecnieunts [1K B KOMIBIOTEPHBIX Kiaccax JUIEH3UOHHBIM [10;

4.40cymectBisath cuctemubiii BIIK no nndopmarimonHoit 6e30macHoCcTy;

4.50ny6nukoBaTh Ha odunuansHoM caite OY wuHpopManui O MPOBEICHUU
Enunoro ypoka GezonacHoctu B cetu «MHTEpHET» M MPENOCTaBUTH JaHHBIC B
otnen uHpopmanronnoro ooecneuenuss MKY YO I'O «ropoa SAxyTck» coriacHo
YCTaHOBJICHHBIM CpoKaM YmrpaieHus O0pazoBanusi OKpyKHOW aAMUHUCTPALIMH
ropoja Skyrcka.

5. COLI Ne 9 um. M. U .Kepmenronsiia (Yepasix H.I1.):

5.1. B yuernoii 3anmucu AJIMUHUCTPATOPA 00s13aTe1bHO YCTAaHOBUTH MAPOJib, a

yueTHbIM 3anucsaM YYAIIMXCH npenoctaBUTh TOJIBKO IpaBa MOIb30BaTENs.

Cnpagky coctaBuii(a) JI.B.JIbITkMHA

B cocraBe xomuccuu:

Hsanos C.H.

Cupnopos I1.E.

Anronos O.U. Fj A LA AL ey
08.11.2019r. U Wteeoedf~ Wleennrse
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